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OSPF AUTONOMOUS SYSTEM WITH A BACKBONE DIVIDED 

INTO TWO SUB-AREAS 



Technical field 

The present invention relates to the autonomous systems 
wherein the routing of data is managed by the OSPF (Open 
Shortest-Path First) protocol, such systems which comprise a 
plurality of contiguous IP networks being divided into several 
areas, and relates in particular to such an autonomous system 
having a backbone area divided into two sub-areas. 

Background 

Today, it is current that a plurality of contiguous networks 
are grouped in a large entity called an Autonomous System 
(AS) . The AS is under a common administration that shares a 
common routing strategy managed by the OSPF (Open Shortest 
Path First) protocol. OSPF is a link-state routing protocol 
that calls for sending of link-state advertisements (LSA) to 
all other routers within a particular area. Such LSAs include 
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information on attached interfaces, metrics being used and 
other variables . 
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An AS is generally divided into a number of areas which are 
groups of contiguous networks and attached hosts. Routers with 
multiple interfaces can participate in multiple areas, such 
routers being called area border routers. Each router 
maintains a data base describing the AS topology. A 
topological data base is essentially an overall picture of 
networks in relationship to routers. The topological data base 
contains the collection of LSAs received from all routers in 
the same area. Because the routers within the same area share 
the same information, they have identical topological data 
bases. Each individual piece of a topological data base is a 
particular router local state (e.g. the router's usable 
interfaces and reachable neighbors) . 



All routers of a same area run the same algorithm in parallel. 
From its topological data base, each router constructs a tree 
of shortest paths with itself as a root. This shortest path 
tree gives the route to each destination in the AS. 

20 The topology of an area is hidden from the rest of the AS. 

This information hiding enables a significant reduction in 
routing traffic. Also, the routing within the area is 
determined only by the area' s own topology lending the area 
protection from bad routing data. Keeping area topologies 

25 separate, OSPF protocol passes less routing traffic than it 
would pass if the AS was not partitioned. Furthermore, this 
partitioning creates two different types of OSPF routing, 
depending on whether the source and destination are in the 
same areas or are in different areas. 

30 The shortest path first (SPF) routing algorithm is the basis 
for OSPF operations. After a router is assured that its 
interfaces are operating, it uses the OSPF Hello protocol to 
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acquire neighbors which are routers with interfaces to a 
common network. The router sends hello packets to its 
neighbors and receives their hello packets. In addition to 
helping acquire neighbors, hello packets also act as means to 
let routers know what other routers are still functioning. 

Among the different areas of the AS, an OSPF backbone (or area 
0) is responsible for distributing routing information between 
areas. As the backbone itself is an OSPF area, all backbone 
routers use the same procedures and algorithms to maintain 
routing information within the backbone as the routers of any 
other area. The backbone topology is invisible to all routers 
within the other areas. 

Stability and redundancy are the most important criteria for 
the backbone. Stability is increased by keeping the backbone 
size reasonable. Insofar as every router in the backbone needs 
to re-compute its routes after every link-state change, 
keeping the backbone small reduces the likelihood of a change 
and reduces the amount of CPU cycles required to re-compute 
the routes. 

The main issue when implementing a multi-area OSPF Autonomous 
System is to have a very reliable backbone since all 
communications are transmitted through the backbone which, 
therefore, must be available all the time. A solution to this 
problem is to duplicate nodes and links, and in particular the 
routers connecting an area to the backbone called Autonomous 
System Border Routers (ASBR) , which minimizes the risk of an 
area from becoming disconnected from the backbone. However, 
such a duplication is not sufficient in view of well known 
OSPF storms as well as disruptive software upgrades which may 
prevent the backbone infrastructure from being used a part of 
time . 
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Summary of the invention 

Accordingly, the main object of the invention is to provide an 
Autonomous System (AS) in which the backbone is divided into 
two virtual sub-areas and wherein every communication between 
5 two areas uses a route which goes through only one of the two 
sub-areas . 

The invention relates therefore to a data communication system 
of the type wherein a plurality of contiguous transmission 
networks constitute an Autonomous System (AS) using the Open 

10 Shortest Path First (OSPF) protocol for the exchange of 
information, the system being divided into several areas 
including an area 0 or backbone responsible for distributing 
routing information between the other areas, and two 
contiguous areas being linked by area border routers which 

15 maintain each separate topological data base for each area. 

The backbone is divided into two sub-areas and comprises at 
least a couple of a first and a second adjacent splitting 
routers with the first splitting router being included in one 
sub-area and the second splitting router being included in the 

20 other sub-area. The topological data base of each splitting 
router is set up to define a high metric for the link between 
the splitting routers in order to prevent any type of data 
traffic other than link-state messages (LSA) from being 
transmitted between the splitting routers. 



25 



Brief description of the drawings 



30 



The above and other objects r features and advantages of the 
invention will be better understood by reading the following 
more particular description of the invention in conjunction 
with the accompanying drawings wherein : 
° Fig. 1 represents schematically a standard autonomous system 
including two areas and a backbone. 
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■ Fig. 2 represents schematically an autonomous system 
including two areas and a backbone divided into two 
sub-areas according to the invention. 

■ Fig. 3 is schematic block diagram of a splitting router used 
5 in an autonomous system according to the invention. 

■ Fig. 4 is a flow chart of the packet processing in a 
splitting router when the packet is received on the 
interface between the two splitting routers* 

■ Fig. 5 is a flow chart of the packet processing in a 
10 splitting router when the packet is received on the 

interface between the splitting router and a router of the 
sub-area . 

Detailed description of the invention 

Fig. 1 represents a standard Autonomous System (AS) using the 
15 Open Shortest Path First (OSPF) protocol which is divided into 
three areas, a first area 10 , a second area 12 and an area 0 
or backbone 14. When a source workstation 16 wants to exchange 
data with a destination workstation 18, it may use several 
routes. The path goes through router 20 in area 10 and then 
20 goes through backbone 14 either through Autonomous System 
Border Router (ASBR) 22 or AS BR 24 depending on the shortest 
path defined in the routing data base of router 20. when using 
ASBR 22, the path to area 12 may exit the backbone 14 and 
enter area 12 either by ASBR 26 through intermediate routers 
25 28 and 30 or by ASBR 34 through intermediate routers 28 and 
32. When using ASBR 24, the path to area 12 may exit the 
backbone 14 and enter area 12 either by ASBR 2 6 through 
intermediate routers 36 and 30 or by ASBR 34 through 
intermediate routers 2 8 and 32. 

30 Note that the choice between several paths is determined by 
the metrics which are associated with the links between the 
routers . Finally, the path from ASBR 2 6 or ASBR 34 to 
destination workstation 18 is made through router 38. 
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According to the invention, the AS illustrated in Fig* 2 is 
the same system as the one of Fig, 1 wherein backbone 14 has 
been divided into two sub-areas 14-1 and 14-2 separated by a 
dotted line. 



10 



Source workstation 16 may use several routes to reach 
destination workstation 18 , but the number of these routes is 
limited. Thus, if the traffic from source workstation 16 
enters via ASBR 22 , it can only enter area 12 via ASBR 34 as 
all data routes to ASBR 2 6 will be dissuasive. A possible 
route is through intermediate routers 28 and 32. Similarly, if 
the traffic from source workstation 16 enters via ASBR 24, it 
can only exit the area 0 and enter area 12 via ASBR 2 6 as all 
data routes to ASBR 34 will be dissuasive. A possible route is 
through intermediate routers 36 and 30. 



15 According to the invention, a couple of adjacent splitting 
routers (SR) 4 0 and 42 are located respectively in each 
sub-area 14-1 and 14-2. These routers insure the continuity of 
the OSPF communications while they are blocking data traffic 
between the two sub-areas. Note that it is possible to have 

20 more than one couple of splitting routers to implement the 
system according to the invention. 



An essential feature of the invention is that the cost of the 
link between SR 40 and SR 42 is set at a very high value in 
the routing data base whatever type of traffic it is. Link 

25 state advertisement (LSA) messages transmit this high cost to 
minimize the traffic that may transit between these splitting 
routers. Routers, when building their own SPF trees, will have 
a very low probability to use this link in their data path. 
For this, the routing information such as LSA is not stopped 

30 to maintain the area 0 coherence but data base parameters may 
be set to virtual values to get a behavior as if area 0 was 
really divided. 
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\ Each splitting router 40 or 42 includes a functional block 

which is schematically illustrated in Fig, 3, Such a 

^ functional block includes one interface with the linked 

splitting router of the other sub-area (SR to SR interface) 
5 and one or several interfaces with the routers included in the 

[ same sub-area and directly linked to the splitting router 

I being considered (SR to R interface) . 

r 

( 

When a frame arrives on the SR to SR interface, a first 

i 

i identification occurs in SR packet processing unit 44 to check 

10 whether it is an OSPF message such as a Hello packet. If so, 
the packet is forwarded to OSPF processing unit 4 6 which 
updates LSA routing table (topological data base) 4 8 or takes 
information from this table to send it to SR packet processing 
unit 4 4 for transmission via frame buffer 50 to either SR 
15 output queue 52 if it is an answer to an Hello message or to R 
output queue 54 if a Hello message has to be transmitted to 
other routers of the sub-area . Other types of packets received 
by SR packet processing 44 are transmitted via frame buffer 50 
to the appropriate SR to SR interface or SR to R interface, or 
20 are filtered according to rules defined by the administrator 
of the AS. Filtering rules may be to block the corresponding 
flow or to delay it as an example. 

At this point, it is useful to recall that OSPF link state 
advertisement (LSA) contained in a Hello message specify the 

25 metrics to be used. In LSA, the metrics indicate the cost of 
each link in a described path. Generally, each link is given a 
metric based by default on its bandwidth. The metric for a 
specific link is the inverse of the bandwidth for this link. 
The metric for a route is the sum of the metrics for all the 

30 links of the route. The cost (corresponding to the metric) of 
an interface in OSPF Is an indication of the overhead to send 
packets across this interface, and is therefore inversely 
proportional to the bandwidth of the interface . 
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According to the invention, the administrator of the AS sets 
up a very high cost for the link between the two splitting 
routers by transmitting to the LSA routing table of each 
splitting router Hello messages containing virtual LSAs 
indicating a narrow bandwidth (e.g. 56k bytes or less rather 
than 10M bytes) . It must be noted that other metrics such as 
Type Of Service (TOS) may be used to build LSA routing tables 
of the splitting routers. In such a case, the TOS bits are 
modified in order to filter services that may not use the link 
between the splitting routers. 



When a frame arrives on the SR to R interface, a first 
identification occurs in R packet processing unit 56 to check 
whether it is an OSPF message such as a Hello packet. If so, 
the packet is forwarded to OSPF processing unit 4 6 which 

15 updates LSA routing table (topological data base) 48 or takes 
information from this table to send it to SR packet processing 
unit 56 for transmission via frame buffer 50 to either R 
output queue 54 if it is an answer to an Hello message or to 
SR output queue 52 if a Hello message has to be transmitted to 

20 other routers of the sub-area. Other types of packets received 
by R packet processing unit 56 are transmitted via frame 
buffer 50 to the appropriate SR interface to SR interface or 
SR to R interface, or are filtered according to rules defined 
by the administrator of the AS. It may be the case with a node 

25 proprietary protocol for update that may be stopped at SR 
level . 

The objective of the above is to prevent most of the frames 
coming from another router within the same sub-area to go 
through the splitting router toward the linked splitting 
30 router of the other sub-area. Nevertheless, some packets may 
be authorized to transit such as ICMP packets or SNMP packets 
if a dedicated network management is implemented on each 
sub-area. In fact, there may be access lists authorizing some 
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source workstations to go through the splitting routers 
whereas filtering other ones. The filtering may be dynamically 
changed to take network changes into account. 

The different steps which are implemented by the functional 
block of a splitting router are represented in Fig. 4 and Fig. 
5 when a packet is received respectively on SR to SR interface 
or SR to R Interface. 

Referring to Fig. 4, when a packet comes from the SR to SR 
interface (step 58), it is checked whether it is a Hello 
packet (OSPF control message) (step 60) . If so, it is checked 
whether it is a control message between the two splitting 
routers for agreeing or updating virtual parameters such as 
the link metric (step 62) . If so, this is made (step 64) and 
an update confirmation message is sent on the SR output queue 
(step 66) . If it is an update for other links/devices or a 
request for getting table contents, the normal Hello message 
process is performed. In such a case, it is determined whether 
the message is a get message (step 68) . If so, the routing 
table is read (step 70) , and an answer Hello message is built 
and sent back to the requester via the SR output queue (step 
66) . When it is not a get message, an update is performed by a 
write table (step 72) . Then, an update message is forwarded to 
neighbor devices by putting it on the R output queue (step 
74) . 

When the message received on the SR to SR interface is not a 
Hello message, it is determined whether this message is a Ping 
(I CMP protocol) (step 76) . It must be noted that a Ping is a 
message sent to a specified destination host as an "echo" 
message used in the ICMP protocol. Such a message requests an 
"echo reply" message from the destination host for measuring 
the round trip time. Ping messages constitute an important 
feature of the invention insofar as a delay is artificially 
added in the splitting router to simulate a link having bad 
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performance. The purpose of this function is to prevent the 
other routers in the AS from using this route* Thus, delay and 
throughput of the link can also be taken into account even 
though the virtual metric stored in the routing table is very 
5 high as explained above . 

Therefore, if the message is a Ping message, a delay is 
applied (step 78) by retaining the message in a buffer during 
a predefined time. Then, it is determined whether the Ping 
destination address is the local splitting router or another 
10 splitting router located in the other sub-area (step 80) . If 
the destination is the local splitting router, it is put in 
the SR output queue (step 66) . Otherwise, it is put in the R 
output queue (Step 74) . 

Referring to Fig. 5, when a packet comes from the SR to R 

15 interface (step 82) , it is checked whether it is a Hello 
packet (OSPF control message) (step 84) . If so, it is checked 
whether it is a control message between the two routers for 
agreeing or updating real parameters such as the link metric 
(step 86) . If so, this is made (step 88) and an update 

20 confirmation message is sent on the R output queue (step 90) . 

If it is an update for other links/devises or a request for 
getting table contents, the normal Hello message process is 
performed. In such a case, it is determined whether the 
message is a get message (step 92) . If so f the routing table 

25 is read (step 94) , and an answer Hello message is built and 
sent back to the requester via the R output queue (step 90) . 
When it is not a get message, an update is performed by a 
write table (step 96) . Then, an update message is forwarded, to 
neighbor devices by putting it on the R output queue (step 

30 98) . 

When the message received on the SR to R interface is not a 
Hello message, it is determined whether it is a Ping message 
(step 100) . If so, it is then determined whether the Ping 
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destination address is the local splitting router or another 
router in the other sub-area (step 102) . If the destination is 
the local splitting router, the message is put in the R output 
queue (step 90) . Otherwise, it is put in the SR output queue 
5 (step 98) . 

If the received message is neither an OSPF message nor a Ping 
message, it is determined whether it has to be filtered by a 
firewall function (step 104) . If so, filtering rules are 
applied (step 10 6) and then, the packet is sent to the SR 

10 output queue (step 98) . If it is not the case, the packet is 
also sent to the SR output queue without applying filtering 
rules thereto . Note that the filtering rules may be based on 
the protocol number, the source and/or the destination address 
as any legacy firewall. This filtering allows also to 

15 dynamically open doors for some traffic when necessary, such 
as management flows. For example, it can prevent software 
updates from being propagated on all the area to avoid the AS 
to completely fall down due to a bad level update. Data 
traffic may also be filtered if necessary to have two separate 

20 data networks in area 0 but may be open in some sub- area 
failure cases . 
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CLAIMS 



1. Data communication system of the type wherein a plurality 
of contiguous transmission networks constitute an 
Autonomous System (AS) using the Open Shortest Path First 

5 (OSPF) protocol for the exchange of information, said 

system being divided into several areas including an area 
0 or backbone (14) responsible for distributing routing 
information between the other areas (10, 12) , two 
contiguous areas being linked by area border routers (22, 
10 24, 26, 34) which maintain each separate topological data 

base for each area ; 

said system being characterized in that said 
backbone is divided into two sub-areas (14-1, 14-2) and, 
in that said backbone comprises at least a couple of a 
15 first and a second adjacent splitting routers (40, 42) 

with said first splitting router being included in one 
sub-area and said second splitting router being included 
in the other sub-area, the topological data base of each 
said splitting router being set up to define a high 
20 metric for the link between said splitting routers in 

order to prevent any type of data traffic other than 
link-state messages (LSA) from being transmitted between 
said splitting routers. 

2. Data communication system according to claim 1, wherein 
25 said backbone (14) is linked to any other contiguous area 

by at least two area border routers (ASBR) (22, 24 or 26, 
34), one of the two ASBRs linking said contiguous area to 
one sub-area and the other one linking said contiguous 
area to the other sub-area so that the exchange of 
30 information betwen two areas contiguous to said backbone 

is achieved by using a route between two ASBRs linking 
each of said areas to either of said sub-areas. 



W09 12 



i 



29-08-2000 



EP00480081.9 



CLMS 



10 



15 



20 



Data communication system according to claim 1 or 2, 
wherein each of said first (40) and second (42) splitting 
routers includes a functional block comprising a routing 
table (48) updated by link state advertisements, an OSPF 
processing unit (46) for updating said routing table, an 
SR packet processing unit (44) for processing the packet 
received on the interface of said splitting router with 
the other splitting router and forwarding it to said OSPF 
processing unit if said packet is a Hello message, an R 
packet processing unit (56) for processing the packet 
received on the interface of said splitting router with a 
router of the same sub-area and forwarding it to said 
OSPF processing unit if said packet is a Hello message, a 
frame buffer (50) for buffering the packets received from 
said SR processing unit or said R processing unit, a SR 
output queue (52) for queuing the messages received from 
said frame buffer before forwarding them on said SR to SR 
interface and a R output queue (54) for queuing the 
messages received from said frame buffer before 
forwarding them on said SR to R interface. 



25 



30 



35 



In a data communication system of the type wherein a 
plurality of contiguous transmission networks constitute 
an Autonomous System (AS) using the Open Shortest Path 
First (OSPF) protocol for the exchange of information, 
said system being divided into several areas including an 
area 0 or backbone (14) responsible for distributing 
routing information between the other areas (10, 12), two 
contiguous areas being linked by area border routers (22, 
24, 26, 34) which maintain each separate topological data 
base for each area and wherein said backbone is divided 
into two sub-aeras (14-1, 14-2) and comprises at least a 
couple of a first and a second adjacent splitting routers 
(40, 42) with said first splitting router being included 
in one sub-area and said second splitting router being 
included in the other sub-area, 
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a method for preventing any type of data traffic 
other than link-state messages (LSA) from being 
transmitted between said splitting routers, said method 
consisting in setting up the topological data base (4 8) 
of each said splitting router with high metric for the 
link between said splitting routers. 



10 



Method according to claim 4, consisting in updating said 
topological data base of said splitting router with 
virtual parameters defining a very low bandwidth for the 
link between said splitting routers (40, 42) . 



15 



Method according to claim 5, further comprising the step 
of updating said topological data base of said splitting 
router with Type Of Service (TOS) bits resulting in 
filtering services that may not use the link between said 
splitting routers (40, 42) . 



7. Method according to claim 4, 5 or 6, wherein said step of 
updating the topological data base of said splitting 
router (40) is achieved by an OSPF message received from 
the other splitting router (42) . 

20 8. Method according to any one of claims 4 to 7, further 
comprising the step of applying an added delay to the 
round trip time of a Ping message received by said 
splitting router (40) from the other splitting router 
(42) . 

25 9, Method according to claim 8, wherein said delay added to 
the round trip time of said Ping message is obtained by 
buffering said Ping message during a predefined time. 
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Data communication system of the type wherein a plurality of 
contiguous transmission networks constitute an Autonomous 
System (AS) using the Open Shortest Path First (OSPF) protocol 
for the exchange of information, said system being divided into 
several areas including an area 0 or backbone (14) responsible 
for distributing routing information between the other areas 
(10, 12) , The backbone is divided into two sub-areas (14-1, 
14-2) and comprises at least a couple of a first and a second 
adjacent splitting routers (40, 42), the first splitting router 
being included in one sub-area and the second splitting router 
being included in the other sub-area. The topological data base 
of each said splitting router is set up to define a high metric 
for the link between the splitting routers in order to prevent 
any type of data traffic other than link-state messages (LSA) 
from being transmitted between the splitting routers. 
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